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Abstract. Machine learning requires diverse training datasets from multiple clients for improved performance. However, sharing datasets is
often a legal and privacy issue across countries and organizations. Federated Learning (FL) is a machine learning framework allowing individual
clients to train datasets locally and share only the weight updates to a central server where the updates are aggregated. FL addresses the security
and privacy issues concerned with data-sharing; however, it is vulnerable to poisoning attacks where a malicious client can purposefully alter
the model updates. Even a smallest input deviation can exploit the system leading to misclassification. In this study, we propose a lightweight
defense mechanism for mitigating poisoning attacks in Federated Learning (FL) systems. Our approach involves transforming model weights
into the frequency domain to identify core frequency components containing sufficient model weight information. Additionally, we employ a
model filtering algorithm to predict poisoning attacks based on the output of the frequency analysis method. This enables effective filtering of
malicious updates during local training on client devices. Our proposed defense mechanism enhances the security and integrity of FL systems

against adversarial attack ensuring secure model aggregation.
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1. INTRODUCTION

Federated Learning (FL) [1] has expanded its reach across var-
ious domains, including the medical and industrial equipment
maintenance sectors. In FL environment multiple clients par-
ticipate to collaboratively execute a machine learning or deep
learning model in the client device. The data remain on the client
device, which enhances the security and privacy of their data.
Though an FL environment enhances the security of distributed
clients, it is prone to adversarial attacks. Adversarial attacks are
a type of cyberattack that exploits the vulnerabilities of machine
learning models. Adversaries can create adversarial examples,
which are inputs to machine learning models that are designed
to cause the model to make a mistake. Adversarial examples
can be created for a variety of machine learning tasks, includ-
ing image classification, object detection, and natural language
processing. Adversarial attacks significantly impact the relia-
bility of the FL model by manipulating updates and inducing
misclassifications. Conventional techniques for constructing re-
silient Federated Learning models often do not offer practical
defense mechanisms against adversarial examples. In this work,
we propose a lightweight and privacy-preserving framework for
detecting poisoning attacks by analyzing the frequency domain
of model updates. The proposed work transforms model up-
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dates into frequency domain using Discrete Cosine Transform
(DCT). The dominant frequency components, defined as the
DCT coefficients with the highest magnitude, are selected as
representative features of the model update. These features help
in the anomaly detection to identify potentially malicious client
updates. Unlike the existing works which focus on gradient sim-
ilarity or the entire frequency components, our work emphasizes
a compact and computationally efficient representation by using
only dominant frequency components, enabling scalable detec-
tion. The main contributions of this work to mitigate adversarial
attacks in Federated Learning include:

e A frequency-domain feature representation of model up-
dates using Discrete Cosine Transform (DCT), enabling
privacy-preserving analysis without accessing raw data.

¢ A dominant frequency extraction strategy that reduces high-
dimensional model updates into a compact feature space
while preserving discriminative characteristics of benign
and malicious updates.

e A comparative evaluation of classical anomaly detection
methods (K-Means, One-Class SVM, and Isolation Forest)
applied to frequency-based features.

e An empirical analysis demonstrating that frequency-domain
patterns of model updates exhibit distinguishable signa-
tures under poisoning attacks, supporting the feasibility of
lightweight detection mechanisms in FL environments.

Though the techniques like DCT and anomaly detection algo-
rithms are well established, the novelty of this work lies primar-
ily in the feature representation and filtering pipeline in FL rather
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than in the aggregation or detection algorithms themselves. The
proposed work introduces a light-weight frequency based fil-
tering mechanism operating on model updates, thus offering an
efficient defense mechanism for poisoning attacks in FL. While
similarity-based aggregation methods like FoolsGold work on
pairwise gradient similarity which may be sensitive to collusion,
our work analyzes frequency pattern and avoids dependency on
inter-client comparisons.

2. LITERATURE REVIEW

Fung et al. [2] developed FoolsGold, which considers that be-
nign models differ considerably from poisoned models and tar-
gets rigorous non-IID instances. FoolsGold determines pairwise
similarities and applies weights during aggregation to reduce
the effect of extremely similar models and avoid poisoning at-
tacks. The work by [3] discusses the danger to FL caused by a
particular type of backddor attack called Cerberus Poisoning.
Shen et al. [4] designed Auror to filter out-of-distribution pa-
rameters and protect FL against malicious upgrades; yet, it has
a high computational overhead and is vulnerable to numerous
backdoors. A model poisoning attack (MPA) was identified by
Bagdasaryan et al. [5]. [6] also proposes mitigation for backdoor
attacks in FL. In order to avoid detection and backdoor the joint
model, individuals can limit update norms in this attack. Baruch
et al. [7] demonstrated the effectiveness of the LIE attack, which
works within population variance and modifies a number of
factors to avoid countermeasures. The research [8] proposes a
two-stage privacy attack method focusing on Transformer-based
language models featuring a peculiar Pooler layer and suggests
a two-stage attack that exploits vulnerabilities in this particular
module.

Empirical analysis on both the classification and regression
tasks using two popular datasets reflects the effectiveness of
the proposed DeSMP [9]. Additionally, a novel reinforcement
learning-based defense strategy against such model poisoning
attacks was developed which can intelligently and dynamically
select the privacy levels. A method called FedRecover has been
used in [10] that can recover an accurate global model from
poisoning attacks with small computation and communication
cost for the clients. It shows that the historical information, which
the server collected during the training of the poisoned global
model before the malicious clients are detected, is valuable for
recovering an accurate global model efficiently after detecting
the malicious clients.

The existing defense strategies for model poisoning attacks
[11,12] are discussed in detail in [13] along with the potential
challenges and future research directions. The paper [14] dis-
cusses the problem of free-rider attacks in FL, in which clients
send fake gradient changes to get rewards without providing
any real data. To detect these types of harmful activities, the
authors suggest using high-dimensional anomaly detection in
their STD-DAGMM detection approach. FL decreases commu-
nication costs and protects data privacy, but it is still susceptible
to free-rider assaults, which can jeopardize the integrity of the
global model and lower system performance. The security issues
of Federated Learning (FL) are examined in the study by [15]

and [16]. The study lists several attacks that take advantage of
flaws in FL systems, including poisoning, inference, communi-
cation, and free-riding assaults. The authors examine current de-
fensive strategies put out in the literature to lessen these hazards.

The research [17] points out gaps in the literature, especially
about irrational presumptions and assessment configurations
that could exaggerate the efficacy of attacks. The authors clas-
sify attacks according to their characteristics and experimental
setups through methodical mapping research, which highlights
important problems with the applicability and generalizability
of many suggested attacks. They make suggestions to deal with
these issues to promote more thorough assessments in FL secu-
rity research.

The work [18] uses frequency-based analysis to isolate the
poisoned clients. Frequency-based analysis is a promising ap-
proach for adversarial defense, but the existing mechanisms
face scalability issues and are vulnerable to sophisticated ad-
versaries. Though a significant amount of literature exists on
different types of defense strategies against poisoning attacks in
Federated Learning, certain limitations still exist. In similarity-
based approaches like FoolsGold, it is considered that malicious
clients have a certain degree of similarity in their patterns of up-
dates, which is not necessarily true against adaptive attackers.
Statistical and norm-based approaches can also be easily by-
passed by attackers who generate their updates based on certain
distributions.

Outlier detection approaches, like Auror, introduce a high
degree of computational overhead, which is not efficient in a
federated environment.

Recovery-based approaches like FedRecover are highly re-
active in nature and require precise identification of malicious
clients.

Existing approaches are based on certain thresholds, which
are not adaptable to heterogeneous data distributions like non-
IID data distributions. In addition, certain approaches do not
consider variations at the client level, which leads to false posi-
tives and reduces the robustness against sophisticated attackers.

Research gap: From the above discussion, it is evident that
existing defense mechanisms lack robustness and adaptability in
realistic Federated Learning environments. In particular, current
frequency-based methods do not effectively handle non-IID data
distributions and are vulnerable to adaptive poisoning attacks
that mimic benign update patterns.

Furthermore, most existing approaches rely on global analy-
sis and fixed thresholds, which limits their ability to distinguish
between naturally varying client updates and malicious pertur-
bations.

Therefore, there is a need for a defense mechanism that:

e Adapts to client-specific update characteristics

o Effectively operates under non-IID data distributions

e Detects stealthy and adaptive poisoning attacks

e Maintains computational efficiency for scalability

To address these challenges, this work proposes a frequency-

based filtering approach using Discrete Cosine Transform
(DCT), which enables fine-grained analysis of model updates
and improves robustness against poisoning attacks.
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3. PRELIMINARIES

3.1. Discrete Cosine Transform

Discrete Cosine Transformation (DCT) is a mathematical tech-
nique used to convert a finite sequence of data points into a
sum of cosine functions with different frequencies. Frequency
refers to the rate of variation in the spatial arrangement of model
parameters. When model weights are represented as matrices,
the Discrete Cosine Transform (DCT) decomposes them into
components corresponding to different levels of spatial varia-
tion. It transforms signals or images from their spatial domain
into frequency domain representations, spotlighting patterns and
characteristics based on their frequency components. DCT func-
tions as a mechanism for scrutinizing the frequency distribution
of data updates stemming from participating devices within Fed-
erated Learning environments. The Discrete Cosine Transform
(DCT) is chosen due to its strong energy compaction prop-
erty, real-valued representation, and low computational over-
head compared to FFT, which produces complex-valued coef-
ficients. In this work, the top five dominant frequency coeffi-
cients were selected empirically as a balance between feature
compactness and discriminative capability. A comprehensive
ablation study on the number of retained frequency components
is left for future work. Through the application of DCT, this
approach discerns anomalous patterns stemming from poisoned
data, which often disrupt the learning dynamics in federated
models. The following equation will give the 2d DCT of the
weight matrix X (i, j) with dimensions M X N,
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3.2. Federated Learning

In Federated Learning, local model training takes place on dis-
persed devices or servers using a decentralized machine learning
technique. Model updates are gathered from several clients or
devices rather than being collected centrally, and data privacy
is maintained by storing raw data locally on the devices.

3.3. Poisoning attacks

Various poisoning attacks [19-21] can be done on Federated
Learning systems. The two major classifications are data poi-
soning and model update poisoning attacks. In data poisoning
attacks, the input data that is given to the model for training and
testing is corrupted. In model update poisoning, the model’s
update process is tampered with during the training phase.

4. PROPOSED METHODOLOGY

The proposed system as shown in Fig. 1 focuses on frequency

M-1N-1 7(2i+1)u analysis based defense system to detect poisoning attacks in Fed-
C(u,v) =a(u)a(v) Z X(i, ) COS(T) erated Learning. This proposed system comprises the following
i=0 j= steps:
r(2j+1)v 1. Training and obtaining model weights.
X cos N - My Performing gradient attack on certain clients.
————————————— r————““——"—' Fregquency
»  Analysis
LA AP,
Client 1% * e
loalModel | .. | Clientk .. | ClientK
Training
t ]
Global Model G,
Federated Learning with Individual Chent
Aftack
Detection

Fig. 1. Defense architecture using frequency analysis and model filtering
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3. Global model updation.

4. Extracting dominant frequencies.
5. Model filtering and aggregation.
6. Updation of global model.

The defense architecture comprises of 3 major components-
Extracting Dominant Frequencies, Model Filtering, and
Attack Detection. After training models on the client device,
the model updates are sent to the server. Instead of using the
raw model data directly, we change it into frequency domain
using Discrete Cosine Transform. This helps us see the
important patterns in the data. From these transformed data,
we find the most important patterns, called dominant
frequencies. These patterns show us how the model behaves.
We then use these dominant frequencies to figure out if any
of the devices sending data to the server have been attacked.

4.1. Implementation
4.1.1. Dataset

The MNIST dataset, consisting of grayscale images of hand-
written digits (0-9) in size 28 X 28 pixels, is used for evaluation.
The dataset is used to test the proposed method in a controlled
environment.

The MNIST dataset, which is frequently used as a benchmark
for assessing machine learning and Federated Learning mod-
els, is used in the experiments in this study. On the other hand,
MNIST is a comparatively straightforward dataset with mini-
mal complexity and variability. Because of this, the observed
performance might not accurately represent how the suggested
approach would behave in more complicated real-world situa-
tions.

Despite this limitation, MNIST provides a controlled envi-
ronment to validate the effectiveness of the proposed frequency-
based filtering mechanism. In order to further evaluate the ap-
proach generalizability, future work will expand the evaluation
to more complex datasets.

4.2. Attacks implemented
4.2.1. Gradient poisoning

Gradient poisoning is a type of attack in machine learning sys-
tems, where adversaries manipulate the gradients used to update
the global model. Gradient poisoning attacks can have various
objectives, such as reducing the accuracy of the global model,
causing it to converge to a specific target, or extracting sen-
sitive information from the model. Defending against gradient
poisoning attacks is challenging and requires robust techniques.

4.2.2. Additive noise attack

Additive noise attack is a type of data poisoning attack. This
technique aims to compromise the model integrity by introduc-
ing subtle perturbations to the training data, potentially leading
to biased or erroneous learned representations. By strategically
altering the pixel values with noise, the attacker seeks to under-
mine the model ability to accurately classify digits. Despite the
model initial high accuracy, the injected noise can degrade its
performance over time, highlighting the susceptibility of ma-
chine learning systems to adversarial manipulation through data

Algorithm 1 Federated Learning with Frequency Analysis for
Attack Mitigation

1: Input: Number of clients K, number of global iterations 7', local
epochs E, learning rate n

2: Initialize: Global model weights wy
3: for eachroundr=1,2,...,7 do
4: Server sends the global model w; to all clients
5: for each client k = 1,2,...,K in parallel do
6: Client k initializes w = w,
7: for each local epoch e =1,2,...,E do
8: Client k updates model using its local data:
9: wf — wf - nVé)(wf;.@k)
10: end for
11: Client k sends updated weights wf to the server
12: end for
13: Server performs frequency analysis:
14: for each model parameter j = 1,2,...,d do
15: Compute the frequency spectrum of the updates
WL
16: Identify and filter out anomalous frequencies
17: end for
18: Server aggregates filtered updates:
19: Wil — % Zle wg‘
20: Mitigate Gradient Poisoning and Noise:
21: Apply thresholding to discard suspicious updates based on
frequency analysis
22: end for

23: Output: Final global model wr

poisoning techniques. Additive noise impacted image is shown
in Fig. 2.

Dngunad Image Poisard Image

.l 10 15 Fos] ] L k] in L}

Fig. 2. Additive noise attack

4.2.3. Attack Model Limitation

In order to verify the efficacy of the frequency-based filtering
strategy, the current study assesses the suggested method using
additive noise and gradient poisoning attacks as baseline attack
models. These attacks may not accurately reflect more com-
plex adversarial tactics like adaptive or backdoor attacks, even
though they capture the essential elements of poisoned updates.
Therefore, rather than offering a thorough assessment of robust-
ness against all potential attack scenarios, the current evaluation
offers an initial validation.
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4.3. Training the clients

There are a total of 11 clients in the FL environment taken
for this project. The clients are trained using a simple neural
network model which has its activation function. Each client
will download the base model from the server and train the
model using their data. This gives us the weights file and we
store them as logs and use for the model filtration, which helps
us in classification of models. It is our main step in the defence
mechanism.

4.4. Frequency analysis and dominant frequency
extraction

Let wi € R™*" denote the model update from client k. The
Discrete Cosine Transform (DCT) is applied to obtain the
frequency-domain representation:

Fk ZDCT(Wk), (4)

where Fj € R™*" represents the DCT coefficient matrix.
The dominant frequency representation is obtained by select-
ing the top-K coeflicients based on magnitude:

Fi=TopK (|Fl), ®)

where K denotes the number of retained coeflicients. These coef-
ficients form a low-dimensional feature vector used for anomaly
detection.

4.5. Model filtering

Following the extraction of dominant frequency components
from all clients, these components undergo clustering based
on cosine distance. Utilizing this method, the algorithm forms
clusters, ultimately selecting the cluster with the highest count
of vectors. This mechanism effectively identifies updates repre-
sentative of the majority of clients, facilitating model aggrega-
tion. K-Means, One-class SVM and Isolation Forests are imple-
mented for clustering. The use of K-Means, One-Class SVM,
and Isolation Forest is intended as a comparative evaluation
rather than an adaptive selection mechanism. All detectors op-
erate on the same frequency-domain features, enabling analysis
of the robustness of the proposed representation across different
anomaly detection paradigms.

5. RESULTS AND DISCUSSION
5.1. FL environment

In this work, we have 11 clients, of which 3 have been attacked
and the remaining 8 are legitimate which are illustrated in Fig. 3.
The attacked clients will have a lower accuracy as shown in
Table 1.

5.2. Anomaly detection

The most dominant frequency of each client is passed to clus-
tering algorithms where the legitimate clients are clustered into
one cluster and the attacked clients are the outliers.

Bull. Pol. Acad. Sci. Tech. Sci., vol. 74, no. 6, p. 1620, 2026
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Fig. 3. FL Environment

Two test cases were considered:
Case 1: 2 attacked clients (Clients 4 and 6)
Case 2: 3 attacked clients (Client 4, 6 and 11)

SVM and Isolation Forest provided consistent results, while
K-Means provided false negatives for Case 2.

Figure 4 shows the result of the K-means algorithm for Case 1.

Highest Frequencies with K-Means Clustering (Outliers)
clignt 6

Fig. 4. K-means for Class 1

Figures 5, 6 and 7 show the results of the three clustering
algorithms of Case 2.
The accuracy of each of the client is shown in Table 1

cies with K-Means Clustering (Outliers)

Highest Fre
a

K Cluster Centers
X outers

client 2
.

Fig. 5. K-means for Class 2
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SVM Classification
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o e . . o
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Fig. 6. SVM for Class 2

Isolation Forest Outlier Detection

6
alient_11
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Fig. 7. Isolation Forests for Case 2

Table 1
Accuracy of models in Client

Client ID Accuracy percentage
1 97.8
2 97.7
3 97.5
4 — Attacked 60.3
5 97.5
6 — Attacked 64.1
7 97.6
8 97.2
9 97.7
10 97.4
11 — Attacked 60.4

5.3. Comparison based on cases

Table 2 shows the results of the clustering algorithms used in
the work for the two attack scenarios considered.

Table 2
Comparison
K-means ‘ SVM ‘ Isolation forest
Case 1 Y Y Y
Case 2 N Y Y

5.4. Evaluation using detection metrics

Although the accuracy of the model and the clustering effect
demonstrate the overall performance of the suggested method,
they do not measure the performance in detecting malicious
clients. Hence, the standard detection metrics such as Precision,
Recall, F1-score and Accuracy are used to measure the perfor-
mance of the suggested frequency-based filtering mechanism.

The results obtained, as shown in Table 3, confirm that the
suggested method provides a high level of precision and recall,
which proves its efficiency in recognizing malicious clients.
Compared to visual clustering, such metrics serve as a quan-
titative validation of the robustness of the suggested approach.
The following detection metrics are defined in the context of
poisoning detection.

Table 3
Detection performance metrics of the proposed method
Metric Value
Precision 0.93
Recall 0.91
F1-score 0.92
Detection accuracy 0.94

5.5. Computational overhead

The computational cost of the proposed framework is minimal.
DCT computation operates linearly with respect to the number
of model parameters, while anomaly detection is performed on
low-dimensional frequency vectors. As a result, the approach
introduces negligible overhead to the FL pipeline and is suitable
for resource-constrained environments.

6. RESULTS ON MNIST DATASET
6.1. Experimental setup

The experiment was conducted over MNIST dataset in a FL envi-
ronment with eleven clients. Poisoning attacks were introduced
using additive noise techniques and gradient scaling to around
27 percentage of the clients. The effectiveness of the work is
evaluated by comparing normal FL, Poisoned FL and FL with
defense framework and shown in Fig. 8. The data distribution
across clients is slightly imbalanced, reflecting a realistic non-
IID Federated Learning setting (Table 4). Despite variations in
the number of samples per client, the proposed frequency-based
feature extraction method demonstrates robustness in identify-
ing malicious updates. This is because the detection mechanism
relies on the structural patterns of model updates in the fre-
quency domain rather than the volume of local training data. As
a result, even clients with relatively smaller datasets, when at-
tacked, exhibit distinguishable frequency signatures compared
to benign clients.

These observations indicate that the proposed approach is
resilient to moderate data imbalance and non-IID distributions
across clients. The computation cost is shown in Fig. 9. Methods
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Client-wise Accuracy Comparison
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Fig. 8. Global model accuracy

Table 4
Data distribution across clients

Client ID Number of Samples Client Type
1 6000 Legitimate
2 5800 Legitimate
3 6200 Legitimate

4 5500 Attacked
5 6000 Legitimate

6 5700 Attacked
7 6100 Legitimate
8 5900 Legitimate
9 6050 Legitimate
10 5800 Legitimate

11 5600 Attacked

using only raw gradients or full frequency domain have higher
computation cost than our proposed work, as our work uses a re-
duced feature space with only dominant frequency components.

Computational Cost Comparison

—e— Raw Gradient Methods
Full Frequency Methods
—&— Proposed (DCT + Top-k)

20 H
15 4
10

|

2500

Computational Cost (Normalized)

5000 7500 10000 12500 15000 17500 20000

Feature Size (Number of Model Parameters)

Fig. 9. Computation cost analysis

6.2. Ablation study

The ablation results as in Fig. 10 show that with an increase in
the number of dominant frequency components (k), detection
accuracy increases with precision and recall, and false positives
are minimized. However, it is also evident that beyond k = 5,
detection accuracy saturates. Therefore, k =5 is considered op-
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Ablation on Dominant Frequency Selection
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Fig. 10. Ablation on dominant frequency selection

timal. Further, it is evident from the results that the proposed
method is robust in nature due to its consistent performance with
varying client data distributions.

7. CONCLUSIONS

This article proposes a frequency-based defense mechanism for
poisoning attacks in Federated Learning systems. The experi-
mental results show that the proposed approach is effective in
tackling poisoning attacks and maintaining the performance of
the aggregated models. Although the results show the effec-
tiveness of the approach, the experiments only consider a few
poisoning attack scenarios, such as the addition of noise and
gradient poisoning attacks. The experiments may not be com-
prehensive enough to cover the behavior of more sophisticated
attack models. The experiments were performed in a restricted
environment, and hence it will not reflect the real-world environ-
ment with large heterogeneous datasets and numerous clients.

Though the proposed work gives promising results, its gener-
alization across datasets, model architectures, and attack strate-
gies require further investigation. In particular, the reliance on
frequency-domain characteristics may be challenged by adaptive
attackers capable of mimicking benign update patterns. Future
work will focus on extending the evaluation to more complex
attack models, including adaptive and backdoor attacks, and val-
idating the approach in more realistic and large-scale federated
settings. Furthermore, incorporating adaptive thresholding and
client-specific profiling mechanisms could enhance the robust-
ness and scalability of the proposed method.
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