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Abstract. Healthcare monitoring (HM) enables individuals to track their personal health with the help of different smart devices.
The HM employs IoT technologies and cloud architecture for data collection, transmission via smart devices, storage, analysis,
and healthcare recommendations. It is quite difficult to process so much data from so many IoT devices in such a short period.
Thus, technology frameworks like edge computing might serve as a layer of intermediary communication between users and the
cloud. These systems still have drawbacks, though, including poor security, excessive latency, wasteful energy use, inefficient
bandwidth use, and a lack of automation. In this research, a Secure Health care monitoring system (Secure-HMS) in edge
computing environment using Deep learning networks has been proposed. The suggested system employs a combination of fully
homomorphic Quantum Diffie Helman encryption to protect patient health data during transmission and to manage it securely.
The suggested method shares the key to convert the plain data into cipher data using the innovative secure Quantum Diffie
Hellman key exchange (QDHKE) technique, then uses FH operations on the encrypted data before sending it to the edge server.
Furthermore, Multihead Attention Bi-GRU (MA-BGRU) is utilized for prediction and enhancing overall system efficiency. This
system mainly serves for real-time health monitoring, controlling the security, predictability, and confidentiality of medical data.
The experimental outcomes demonstrate that the Secure-HMS framework's overall security rate by 4.08%, 3.06%, and 2.04%
better than Medge-chain, EBPPA, and SDN-based Edge networks respectively.
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1. INTRODUCTION

Every individual deserves timely access to healthcare as a vital
part of their well-being. A country's healthcare system is a key
indicator of its development and advancement. It is extremely

unauthorized access [8]. Integrating edge computing in
healthcare enhances system responsiveness and strengthens the
protection of patient data, making it essential for modern,
secure healthcare infrastructures [9,10].

difficult to deliver high-quality, consistent healthcare due to the
nation's large population and wide range of living situations [1].
Traditional healthcare methods often fall short of providing
real-time monitoring, leading to delays in diagnosis and
treatment [2]. This has driven the adoption of smart healthcare
systems, which utilize advanced sensors and IoT devices to
enable continuous health tracking, offering personalized care
and timely intervention [3]. It provides health care to persons
who are unable to visit the clinic by continually monitoring vital
signs with wearable IoT (Internet-of-Things) sensors, which is
especially useful for chronic and geriatric patients [4]. A report
published by Statista in August 2022 claims that the use of
smart healthcare is growing across several healthcare industries
[5].

However, smart healthcare systems face significant challenges,
including data privacy, latency, and processing limitations,
which can affect the reliability and accessibility of healthcare
services [6]. The transmission of biological data gathered by
IoT devices to third-party cloud organizations poses difficulties
for patient privacy and data security protection in the healthcare
industry [7]. The need for secure data handling is crucial, as
sensitive patient information is vulnerable to breaches and

Corresponding author: kvnv(@srkrec.ac.in

While edge computing presents significant advantages for
secure healthcare monitoring, it also faces key limitations. A
major concern is the lack of robust security measures, which
can expose sensitive patient data to potential breaches [11,12].
Additionally, high latency issues may arise during data
processing and transmission, affecting the timeliness of critical
healthcare interventions. Energy inefficiency in edge devices
can lead to increased operational costs, while inefficient
bandwidth utilization hampers the effectiveness of data transfer
[13,14]. Lastly, a shortage of automaticity in managing and
processing data can limit the system's ability to respond swiftly
to changing healthcare needs, potentially impacting overall
patient care [15]. To overcome these issues in this research, a
Secure Health care monitoring system (Secure-HMS) in an
edge computing environment using Deep learning networks has
been introduced.

The key objectives of the Secure-HMS model are as follows,

e Initially, the data acquisition layer collects the
healthcare data from sensors in different healthcare
devices. The data is subsequently transmitted to the
edge layer via the gateway devices.
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e In the edge computing layer, the medical data
encryption is performed via Fully homomorphic
Quantum Diffie Helman encryption, ensuring patient
data confidentiality and integrity.

e In the data accessing layer, the authentication and the
encrypted data will be decrypted and the prediction
will be performed using multihead attention-based Bi-
GRU and sent to the healthcare community.

e The efficiency of the Secure-HMS model is analyzed
based on encryption and decryption time, security
analysis, Delay, Packet Delivery Ratio (PDR),
Throughput, Average Response Time, and Average
Control Overhead.

The remaining sections of this work are arranged as follows: the
Section 2 details the related work, and Section 3 explains the
Secure-HMS methodology. Section 4 represents the
experimental outcomes and finally, section 5 details the
conclusion and future work.

2. LITERATURE SURVEY

Medical healthcare data sharing has been considered a crucial
thing during data outsourcing because the privacy of medical
data is necessary. Therefore, many researchers have
concentrated on secure data sharing and provided many
solutions for data security. This section discusses several works
In 2020 Li, J., et al. [16] developed an SDN-integrated Edge
computing for IoT-enabled healthcare systems. IoT devices
collect patient data and transmit it to edge servers for
processing, storing, and analysis after edge servers authenticate
them using a lightweight approach. The suggested model
attains enhanced security and efficient data handling for
healthcare systems. However, the trust in SDN may introduce
potential scalability and complexity issues.

In 2021 Christo, M.S., et al. [17] suggested an elliptic curve
cryptography (ECC) to share the data efficiently. The suggested
system ensures data authentication through 512-bit encryption,
with Blockchain providing confidentiality by granting access to
ethical users. Encrypted data is stored on edge devices for fast
access, while authenticated users can decrypt, process and store
updated data in both the Blockchain and cloud server. The
suggested model improves medical data security through edge
devices; however, it may encounter challenges related to
computational overhead and resource limitations.

In 2021 Abdellatif, A.A., et al. [18] presented a Medge-chain
framework based on blockchain for secure edge computing in
healthcare. The suggested design employs blockchain
technology to maintain user data transfer records and handle the
number of blockchain transactions to guarantee data security.
By allowing consumers to keep an eye on their data
transactions, user-centricity is accomplished. The suggested
model enhances the efficiency of medical data exchange.
However, it may encounter issues related to interoperability.

In 2021 Singh, A. and Chatterjee, K., [19] developed a smart
healthcare technology based on edge computing network.
Using Privacy-Preserving Searchable Encryption (PPSE), the
edge computing layer in this architecture handles network
latency and protects patient data privacy. It also implements
access control to prevent unauthorized access to data stored

remotely. The suggested approach attains improved data
security and processing efficiency while it may face limitations
in managing large-scale data.

In 2022 Wang, R., et al. [20] devised a Federated Learning for
Privacy Protection system under Edge Computing. First, a
weight mask and shared secret protocol are created based on a
random mask method of secret transfering and provide
lightweight privacy protection. A hash function and digital
signature have been developed to protect the message against
replay attacks and guarantee its consistency and integrity.

In 2022 Wang, L., et al [21] devised a multi-layer edge
computing to recognize hazards in latency and secure ways.
Physiological data series are captured and processed using the
Gated Recurrent Units (GRU) model, whereas fine-grained
detection models are customized to fit scenario-specific data
and personal health profiles. The edge computing framework
places physiological data storage and detection algorithms close
to end users for reduced latency, while encryption protects data
privacy.

In 2023 Khan, 1., et al. [22] suggested an authorization and
authentication system that protects the medical information of
users. In order to increase the security of allowed data access in
the fog environment and ensure the confidentiality of medical
information, the proposed technique employs User Behavior
Profiling and Decoy technology. The suggested model
effectively secures medical data. However, it may face
challenges in scalability and managing the complexity of decoy
deployment.

In 2023 Meng, L. and Li, D., [23] presented an Edge-Based
Privacy Preserving Approach (EBPPA) for healthcare
applications. The EBPPA addresses the issues of healthcare
applications by combining the XGBoost algorithm, which
allows for accurate computations, with homomorphic
encryption, which safeguards medical data. the suggested
technique offers improved data privacy, integrity, and
confidentiality by utilizing virtual edge nodes and secret
sharing, which makes it a viable option for protecting private
patient information in the healthcare industry.

In 2023 Izhar, M., et al. [24] devised EEC and edge nodes that
guarantee both integrity and privacy. The peer-to-peer DLT
approach allows decentralized data sharing, eliminating the
need for centralized servers, while edge nodes provide in-vivo
data gathering and monitoring. Ethereum's public edge DLTs
encourage data ownership and accessibility, and a hybrid
machine learning model improves system performance by
anticipating and identifying security risks early.

bei tted-to-cloud .
From the literature survey, key challenges in secure data
handling for IoT-enabled healthcare systems emerge. Existing
frameworks often struggle with scalability and interoperability,
complicating integration across diverse devices. Additionally,
computational and resource constraints limit the practicality of
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security measures, while privacy-preserving methods can
introduce latency, hindering timely healthcare delivery. To
tackle these challenges this paper proposed a novel Secure-
HMS in an edge computing environment using Deep learning
networks.

3. PROPOSED SECURE-HMS METHODOLOGY

In this research, a Secure Health care monitoring system
(Secure-HMS) in an edge computing environment has been
proposed. On the data acquisition layer, the healthcare
information of a person is collected by the sensors of several
devices. The gateway devices then transmit the data to the edge

-~ Data acquisition layer Edge computing layer

® A 78: . Daacollection

layer. The edge server is in charge of keeping all sensitive
patient data in the cloud at the edge computing level. This edge
layer contains an encryption module that employs fully
homomorphic Quantum Diffie Helman encryption to protect
patient data security and privacy. During data access,
authentication is performed in the edge server. After
authentication the encrypted data will be decrypted and the
prediction will be performed using multihead attention-based
Bi-GRU for enhancing overall system efficiency. After
prediction, the predicted data will be sent to the healthcare
community and also stored in cloud storage. Fig. 1 illustrates
the overall flow diagram of the Secure-HMS framework.
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Fig.1. Proposed Secure-HMS framework

3.1. Data acquisition layer

In the Data Acquisition Layer, a variety of sensors are utilized
EEG Sensor (Electroencephalogram), ECG  Sensor
(Electrocardiogram), Blood Pressure Sensor, EMG Sensor
(Electromyography), Pulse Rate Sensor, Motion Sensor, Foot
Pressure Sensor to capture critical health data for continuous
monitoring. The EEG sensor monitors brain activity, providing
insights into neurological health, while the ECG sensor records
the heart’s electrical signals to detect potential cardiovascular
issues. A Blood Pressure sensor measures systolic and diastolic
pressure, essential for managing heart-related conditions, and
the Pulse Rate sensor tracks the heart beats per minute for real-
time heart function monitoring. The EMG sensor detects
muscle activity, useful for evaluating neuromuscular function,
and the Motion sensor tracks body movement, helping monitor
mobility and detect falls. Lastly, the Foot Pressure sensor
assesses pressure distribution on the feet, which is critical for
detecting gait abnormalities or conditions like diabetic foot
ulcers. These sensors collectively transmit data through a
gateway for processing at the edge, ensuring real-time health
monitoring and secure data handling.

3.2. Data encryption

Fully homomorphic encryption is a cryptographic technology
that allows encrypted data to be processed without decryption.
Typically, FH operations enable unlimited calculations on data,
including both multiplication and addition on encrypted data.
Herein the Gentry-Sahai-Waters Homomorphic Encryption is

utilized for encrypting the data. The GSW13 scheme enables
secure data processing by encoding patient data in ciphertext,
allowing for computations on encrypted information while
preserving privacy. Let N be the number of layers in the
relatively homomorphic system that is appropriate for safely
processing patient data, and let A be a security parameter. Below
are the primary steps adapted for handling patient health
information securely, focusing on the relevant aspects for
preventing adaptive key recovery attacks.

3.2.1.Parameter Setup

Select a modulus g of t = t(4, N) bits, error distribution e =
e(4, N), and lattice dimension parameter d = d(A, N) for LWE
that achieves at least 2% security against known attacks.

Select a parameter p = p(4,N) = O(dlog (g));
and the output parameters are represented as
(d.g.ep)

3.2.2.Key Generation

params =

Generate a secret vector s € kg and compute the derived vector
s as follows:

v= ekgtt (1)
Construct the public matrix x using a random matrix y € kg
and an error vector u € z?:

y=Y.S+u€ky ®))
where A is formed by concatenating b and the columns of B,
ensuring:

Xv=u 3)

This setup yields the public key pk = x and private key sk =
s.
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3.2.3.Encryption of Patient Data

Encrypt a patient data bit u € {0,1} by generating a random
binary matrix B and computing the ciphertext C:

C = Flatten(u - Iy + BitDecomp(B - x)) € ki 4)
Here Iy is the identity matrix, ensuring the data can be securely
processed without revealing p

3.2.4.Decryption

Recover the message u by calculating inner products using the
private key sk = s
ai = (Ci, v) 5)
and the final decrypted message:
m= - (6)
The £SW13 scheme thus provides a robust homomorphic
encryption approach for managing patient data, enabling secure
computation on encrypted values
3.2.5.Quantum Diffie-Hellman key exchange
For exchanging the key from FHR, a revolutionary physics-
based quantum DH protocol has been utilized. A quantum state
in the QDH protocol will be the equivalent of the final key in
the traditional DH protocol. Let’s designate the two
communication parties, D (healthcare provider) and M
(monitoring device) can exchange qubits. Party D (the
healthcare provider) and Party M (the monitoring device) need
to share initial values: a set of private quantum states
represented by secret values t, for D and t,, for M. These
values help establish secure, ephemeral states during the key
exchange. The protocol also requires a shared, public state TS,
set to a common initial state (e.g., | 0)n) that both parties can
prepare as a starting point for communication.

1. Party D creates a qubit state |0i using the public
information provided in TS (representing the initial state
for secure data communication).

2. D then uses its secret tpto apply a unitary transformation
X (tp) to |0) resulting in the state ||D,, = X(tp)|0;)
This qubit is then transmitted to M over a quantum channel.

3. Party Mreceives |D,, and alters it using its unitary operator
X(tM) to create the state. |MZ,, = X(tM)|B,M.

4. Following the protocol, M then prepares its own initial
qubit |0,, using the shared TS and applies X (t ,,,) to creates
the qubit [M,, = X(X,;,)|0, This qubit is then sent back to
P.

5. Party P receives |yM,, and further applies the operations
X(Td) and X(TS) to achieve the final state |[YDM,, :=
X(TS)X(TX)|YM,. At this point, both parties have
achieved identical states: [pdm,, and |ymd,, even without
directly exchanging their secret values t; and t,,

Key exchange—
D (gDH) M

10 >-=X(TD)[0 =: |yd >
- - - - -,

WD > - U(KM)

YD > - [pMD >

[M == X(TS)X(TD)
M >=: [ TM >

10 >-=X(T3M)[0 =: [y M >

u

Fig.2. Key exchange operation

Fig. 2 depicts the key exchange principle of QDH. The gDH
protocol offers a high degree of security against eavesdropping
since it does not need parties to send the actual secret states.
Data from healthcare monitoring can now be encrypted using
the derived shared state as a secure session key, protecting
patient privacy. Healthcare data frequently contains sensitive
patient information; thus, the non-classical characteristics of
quantum key distribution assist guarantee confidentiality even
in the face of potential network threats.

3.3. Prediction via Multihead Attention Bi-GRU

Once the data is decrypted, the prediction will be performed
using multi head attention based Bi-GRU for enhancing overall
system efficiency. Each neuron contains two gated recurrent
units with opposing training directions, which together make up
a bidirectional gated recurrent unit (Bi-GRU). After that, GRU
produces a vector with fixed dimensions after calculating the
passing word vectors. Here is the detailed design. The
architecture of MA-BiGRU is demonstrated in Fig. 3.

‘ | Input

Multihead
I Attention layer

~ Output

Prediction Qutput

Fig.3. Architecture of MA-BiGRU

The weighted sum of the forward hidden layer's state ?: and
the f, represent the reverse hidden layer is the output for the nt"
instant. The following equations are used to calculate:

For the n‘" instant, the output is the weighted sum of the
forward hidden layer's statef and the Z represent the reverse
Eidden layer. Thifollowing eqn are used to compute:
fi=GRU Eui, @% (7)
f. = GRU (v, fis @®)
v =xifi +yifi + a4 )
Four computational components go into GRU. To decide which
data to discard earlier, GRU first utilizes a reset gate.

i = a(am Sn + tmfi—l + qt) (10)
Next, GRU uses the update gate to update the data that is
currently available.

Xn = 0(PmSn + tmkn_1 +di) (11)
GRU then calculates the candidate memory content, where d is
the bias and p and t are the weight information, to ascertain the
output of the current instant:

k, = tan(p Sy + v, Okyq +dy) (12)

Lastly, the output from the aforementioned outcomes is

computed by the GRU: _

GRU(Sp, kn-1) = (1 = v)Oky_y + vk, (13)
4
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From Eqn 16, S,, represent the input value of the network at the
initial instant. k,,_,; denote the hidden layer at the last moment.
© denotes the Hadamard product. ¢ denotes the sigmoid
function. Thus, enabling the GRU network to learn
discriminative features from the input features and improve the
performance.

3.3.1.multi-head attention layer

The attention mechanism enables the crucial extraction of
pertinent information to be recorded. The attention function
links a collection of key-value pairs to a query (q). The
assessment of the attention mechanism is divided into three
phases. To begin, a similarity function s(q, w;) is produced to
calculate the similarity between f and each w. Equation (14)
shows how dot, general, and concat have numerous similarity
functions that lead to a comparable attention score (c):

q®w; Dot
s(q, w;) =< q°kw; General (14)
k[q; w;] Concat

Then, use a softmax function to get the weighted vector . The
context vector ¢ is ultimately obtained by adding the weighted
values of  and E:
B; = softm(s;) (15)
¢ =Xg=1 Bizi (16)
Queries (q) and keys (w) have dimensions of n;, while values
(d) have dimensions of x4. The scaled dot-product attention
approach determines attention scores using the formula:

qw®
Atten(s, fw) = Softmax(\/x_) d 17
A multi-head attention mechanism is composed of several
attention layers that collaborate to enable the architecture to
attend to data from different visual subspaces in various regions
simultaneously.
head; = Atten(gk{, wq”, dq{) (18)
MultiHead(q, w, d) = Conca(head,, -+, head,)q (19)
Each of these operations is referred to as a "head," and after q
repetitions, the vectors generated by the parallel heads are
combined to form a single vector.
The healthcare dataset contains 2000 samples. The split
consisted of 70% data training and 30% data testing to ensure
an effective model evaluation. To gain the edge of
generalization and at least minimize the risks of overfitting. The
model was trained for 100 epochs using a batch size of 32. The
Adam optimizer was applied with an initial learning rate of
0.001. Early stopping was utilized with monitoring of the
validation loss so that the model could stop training once
performance was good and previous to the onset of unnecessary
training. The detailed training parameters are given in Table 1.

TABLE 1. MA-BiGRU Model Training Parameters

Training Parameter Value
Dataset Split 70% Training, 30% Testing
Learning Rate 0.001

Batch Size 32
Validation Strategy

Early Stopping (Validation Loss)
Optimizer Adam
Number of Epochs 100

4. RESULT AND DISCUSSION

This section assesses the efficiency of the Secure-HMS for safe
healthcare systems using computer-based simulations. The
experimental setup, simulation scenarios, and performance
evaluation metrics are described, followed by an analysis of the
simulation outcomes with different parameters. MATLAB was
used to assess the Secure-HMS system under various scenarios.
The authentication mechanism and Edge Server have been
simulated using separate threads.

4.1. Dataset description

The experiment yields values for the vital parameters
(attributes) of an average person. The selected characteristics
are basic user body parameters used for health monitoring. The
sample size is 250 KB, and a set of 1500 sample data are
aggregated. Every 2000 sample data points are collected in 3.5
seconds using the experimental setup described above. The
user's private information is eliminated from the raw data before
sampling. The most prevalent characteristics of healthcare data
are age and sex, with other crucial attributes including heart
rate, blood pressure, oxygen saturation, and body temperature.
An individual's body temperature ranges from 36.1°C to
37.2°C. The typical ranges for resting pulse rates are 12—-16
breaths per minute and 60-100 beats per minute. A grown
person's normal foot pressure is between 100 and 120 pounds
per square inch (psi).

4.2. Performance of the proposed Secure-HMS model
based on edge computing

The experiment was conducted with and without the edge
computing layer. The cloud side handles all of the data
processing for the 2000 collected samples since there is no edge
computing layer. The sample is reduced by 30% when using the
edge computing layer. The edge gateway processes 70% of the
sample data. Table 1 displays the outcomes of the processed
sample size reduction. Table 2 displays the energy consumption
and transfer time in the edge node during the 250 Kb sample
collecting and processing. Transmission time and energy usage
without an edge gateway are also displayed in Table 2. The
outcome of the trial exhibited that the proposed framework uses
68.56% less energy and cuts the transfer time by 63.12%.

TABLE 2. processed sample size

Number of samples With edge computing Without edge computing
Value 2000 Data processed at the edge node | Data processed at the cloud
reduction 1400 600
(%) 70 30

TABLE 3. reduction of transmission time and energy usage with edge gateway

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication.



Metrics devices Transmission time Reduction Energy usage Reduction
Withou Sensor to Edge gateway 63.15% Without Sensor to Edge gateway 68.56%
tedge | edge gateway to cloud edge edge gateway to cloud
Value 1785 234.12 ms 120.09 ms 936.4 MJ 120.12 MJ 38 MJ

4.3. Performance evaluation

In this section, the efficiency analysis is performed via
the proposed Secure-HMS with various existing approaches
based on encryption and decryption time, security analysis
control overhead, Average Delay, Average Response Time,
PDR, and Throughput. A comparison is made between the
Secure-HMS model and existing methods such as the Medge-
chain '8, SDN-based Edge network ' and EBPPA 2. Table 4
demonstrates the GSWI13 Homomorphic Encryption
Processing Time for Sample Healthcare Data.

TABLE 4. GSW13 Homomorphic Encryption Processing Time for
Sample Healthcare Data

Sample | Encryption | Decryption | Ciphertext
Data Type . . .
Value Time (ms) | Time (ms) | Size (KB)
Heart Rate (bpm) 75 22.1 18.7 4.5
Blood Pressure
120/80 243 19.2 5.1
(mmHg)
Oxygen Saturation
98 21.8 18.5 4.4
(o)

Table 4 demonstrates the encryption time, decryption time and
size of the ciphertext for three sample healthcare parameters
that could be processed using GSWI13 homomorphic
encryption in the proposed Secure-HMS framework. Heart
rate, blood pressure, and oxygen saturation have been
reported, resulting in encryption times of 21.8ms to 24.3ms
and decryption times of 18.5ms to 19.2ms. The size of
ciphertexts is between 4.4 KB and 5.1 KB. These results
verify that the proposed scheme provides secure data
processing (preserving data confidentiality) with low
computation time and a small size of ciphertext, suitable for

real-time healthcare monitoring scenarios.
25

Encryption Time
Decryption Time
20

Time (ms)
= =
o o

Heart Rate Blood Pressure Oxygen Saturation

Fig.4. Encryption and decryption time comparison

Fig. 4 shows the comparison of encryption and decryption
time used with the Secure-HMS middleware framework for
three typical healthcare data types namely blood pressure,
heart rate, and oxygen saturation with GSW13 homomorphic
encryption. It is noted from the results that the encryption time
falls between 21.8 ms and 24.3 ms, and the decryption time
lies between 18.5 ms and 19.2 ms for various data types.

These results validate that the Secure-HMS proposal does not
compromise the efficiency of encryption and decryption and
thereby enables secure processing of private healthcare data
with a low computational overhead, which is a requirement
for real-time healthcare monitoring applications.

Encryption and decryption Time

The time needed to encrypt the given data is known as the
encryption time, while the time needed to obtain the encrypted
data is known as the decryption time. Both times are measured
in milliseconds.

600 Comparison of Encryption and Decryption Times

Encryption Time
500| MM Decryption Time

o_. I I

Proposed SDN-based EBPPA
Secure-HMS Edge Network
Methods

Time (ms)
N w B
o o o
o o o

=
o
o

MEdge-chain

Fig.5. Decryption and Encryption time comparison

Fig. 5 demonstrates the comparison of decryption and
encryption time with proposed and existing techniques. It
clearly shows that Secure-HMS has the lowest encryption time
and decryption time, indicating its efficiency, while Medge-
chain exhibits the highest times for both encryption and
decryption. Overall, this visualization highlights the
effectiveness of each method, emphasizing the proposed
approach's advantages in speed.

Security analysis

Security analysis refers to evaluating how effectively the Edge
Server safeguards patient data from unauthorized access,
breaches, or tampering during processing and transmission.
This includes assessing the server’s encryption, authentication
protocols, and ability to resist threats, ensuring data privacy and
integrity for healthcare users.

Fig. 6 demonstrates the comparison of security performance
based on Secure-HMS vs current techniques. Proposed Secure-
HMS offers the highest security with strong encryption and
threat resistance. SDN-based Edge Network ensures secure data
transmission through dynamic traffic management. EBPPA and
MEdge-chain provide good security but may have slight
limitations in privacy and threat resistance compared to the
other methods. The proposed Secure-HMS improves the range
of overall security rate by 4.08%, 3.06%, and 2.04% better than
Medge-chain, EBPPA, and SDN-based Edge network.
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Comparison of Security Rates Across Techniques
SDN-based Edge Network
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Fig.6. Security analysis comparison

Average Response Time

Average response time refers to the duration required by the
Edge Server to finish processing data and deliver the outcomes
to patients.

Comparision of Response Time

Time(sec)

S oW om e e

10 20 30 40 50
Number of edge server

=—&—MEdge-chain
—&— SDN-based Edge Network

=——EBPPA
Szeure-HMS (proposed)

Fig.7. Response time comparison

The total execution time, comprising the waiting time for each
edge server, is displayed in Fig. 7. Response time will be
minimal in an effective edge computing system. The time
required to finish them rises as the number of servers rises. The
proposed Secure-HMS method has the fastest completion time
when compared to other existing techniques.

Packet Delivery Ratio

The number of packets that come in compared to the number
that are sent out is called the PDR.

14

Packet Delivery ratio
3 = B °

o a » o

10 20 30 40 50
Number of edge servers

Secure-HMS (proposed) —8— SDN-tased Edge Network ——EBPPA ——MEdge-chain

Fig.8. Comparison of PDR

Fig. 8 demonstrates the comparison of the PDR with the
Secure-HMS model with the existing techniques. Compared to
current methods, the suggested approach delivers a greater
packet delivery ratio.

Average Delay

Delay (8) refers to the complete time required for a packet to
reach its destination successfully, while the average delay is
calculated by summing all delay measurements and dividing by
their count.
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Fig. 9 demonstrates the comparison of the average delay of
the edge server. The existing techniques fail to effectively
minimize delay because of the time necessary to set up the
initial path. The proposed work increases 0.34 s of delay even
with 50 edge servers. Therefore, the proposed Secure-HMS
method reduces the delay efficiently

Throughput (n)

Network throughput is calculated as the sum of the data transfer
rates received by each node in a network.

The throughput of the proposed vs existing techniques is shown
in Fig. 10. The proposed Secure-HMS has higher throughput
because of its intelligent decision-making, Edge
communication, and efficient utilization of network resources.
IoT devices in other networks are unable to effectively process
massive amounts of data; hence, the proposed network
generates better throughput than other networks.

Throughput vs Number of Edge Servers

200 —e— MEdge-chain

175, —=— EBPPA
—&— SDN-based Edge Network
- Proposed Secure-HMS

=125
100
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Throughput
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Number of Edge Servers

Fig.10. Throughput comparison

Control Overhead

The ratio of the total number of control messages produced by
each node in a network to the number of packets that are
successfully received is known as control overhead.

Control Overhead vs Number of Edge Servers

—e— MEdge-chain

—=— EBPPA

—&— SDN-based Edge Network
+- Proposed Secure-HMS

Control Overhead [ms]
[ T N

10 20 30 40 50
Number of Edge Servers

Fig.11. Comparison of control overhead

Fig. 11 displays the comparison of control overhead. The
Medge-chain scenario has a smaller control overhead because
there are fewer control message exchanges. The EBPPA, on the
other hand, exchanges additional control messages, resulting in
a larger control overhead. The additional control messages for
network optimization in the Proposed Secure-HMS network
result in a comparatively greater overhead compared to the
SDN-based Edge network.
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5. CONCLUSION

In this research, the Secure-HMS framework integrates edge
computing and deep learning networks, delivering a secure and
efficient healthcare monitoring system. With fully
homomorphic Quantum Diffie-Hellman encryption, it ensures
high levels of data integrity and confidentiality, while the
multihead attention-based Bi-GRU model significantly
enhances prediction accuracy and system efficiency. The
experimental results of the proposed framework demonstrate
notable advantages, including enhanced data security and
confidentiality, as well as improved prediction accuracy for
healthcare monitoring. The proposed framework is effective for
real-time applications because it decreases latency and speeds
up response times by processing data at the edge. Additionally,
the Secure-HMS framework’s robust encryption and
authentication mechanisms safeguard sensitive patient
information, offering a comprehensive solution for secure
healthcare data handling. In the future, the proposed Secure-
HMS can focus on reducing the computational costs of
homomorphic encryption, expanding compatibility to include a
wider variety of healthcare data, and further lowering latency to
support real-time decision-making. Additionally, incorporating
adaptive learning algorithms may enable the system to
dynamically respond to evolving healthcare needs and data
patterns.
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