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 This study investigates the capability of a field-programmable gate array (FPGA)-based 
quantum bit (QUBIT) emulator to replicate the quantum superposition state with 
randomness evaluation serving as the primary verification method. The QUBIT device is 
built on the FPGA, an integrated circuit that is a massively parallel array of independent 
logic elements. Using two QUBIT devices, a simple random number generator is created 
and statistical tests are used to verify randomness. These tests provide a quantitative measure 
of randomness quality, reflecting the emulator effectiveness at mimicking quantum 
superposition. The results offer insights into the limitations and potential of using the 
emulator (QUBIT) as an alternative to a physical quantum system. Randomness of generated 
numbers (bit strings) was tested with the NIST Statistical Test Suite (SP 800-22), widely 
regarded as the standard for randomness evaluation. In total, 106 bits were generated and 
tested with different block lengths: 10 blocks of 105 bits and 100 blocks of 104 bits. The 
observed deviations indicate that while the emulator can serve as an educational tool, its 
statistical properties currently limit its applicability in cryptographic contexts. 
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1. Introduction 

Random numbers are essential in various applications such 
as cryptography [1–3], simulations [4–6], and statistical 
physics computations [7]. While pseudo-random number 
generators rely on deterministic algorithms, true random-
ness can be obtained by exploiting quantum mechanical 
phenomena. Quantum computing platforms have already 
been utilized to generate such randomness [8, 9]. 
Evaluating the quality of these random numbers is critical 
and standards such as NIST SP-800-90A [10] provide 
a suite of statistical tests to assess it. These tests target 
different patterns of potential non-randomness in binary 
sequences and are based on three key assumptions: 
uniformity, scalability, and consistency. 

Quantum random number generators (QRNGs) exploit 
the intrinsic indeterminacy of quantum mechanics to 

generate statistically verifiable randomness. Unlike 
classical methods, QRNGs use physical quantum processes 
– such as state measurement – as their entropy source. This 
allows them to produce genuinely unpredictable sequences, 
making them well-suited for tasks that demand strong 
randomness guarantees [11]. However, the practical 
limitations of quantum systems, such as scalability and 
control issues, have motivated the development of devices 
that emulate quantum state-vector dynamics and their 
evolution to support reliable, scalable random number 
generation (RNG). 

QRNGs can be further categorised by the level of trust 
placed in the devices involved, with significant implica-
tions for both security and performance [12]. Trusted-
device QRNGs assume full reliability of the source and 
measurement apparatus, allowing for relatively high 
generation rates but relying heavily on hardware integrity. 
Semi-device-independent QRNGs, on the other hand, 
operate under specific assumptions – such as a bounded *Corresponding author at: marek.zyczkowski@wat.edu.pl  
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Hilbert space dimension – providing a middle ground where 
specific attacks can be detected without complete trust in 
all components.  

Device-independent QRNGs offer the strongest security 
guarantees by relying solely on fundamental quantum 
principles, such as Bell inequality violations, to certify 
randomness even in fully untrusted devices. However, 
these systems are currently limited by technical complexity 
and low bit generation rates. Selecting an appropriate 
QRNG type depends on the balance between practical 
feasibility and the desired level of trust [13]. Previous 
works on hardware-based QRNGs implemented on 
photonic systems [14], superconducting qubits [15], or 
cloud-accessible quantum processors [8, 9] have demon-
strated the ability to produce random bit streams that pass 
the majority of NIST tests, although typically at limited 
generation rates. Notably, some RNGs implementations 
exploit field-programmable gate array (FPGA)-specific 
features, such as jitter, or FPGA primitives as entropy 
sources – illustrating alternative approaches to generating 
randomness in hardware devices [16, 17]. 

In this work, by focusing on an FPGA-based device 
designed primarily for educational and research purposes, 
our work highlights the degree to which such emulators can 
replicate quantum statistical properties, while also exposing 
their inherent limitations. In this study, an FPGA-based 
hardware emulator of a two-level quantum system 
(quantum bit) was tested. The emulator (QUBIT) was tested 
only from a user perspective, without any knowledge of the 
device internal architecture. The device internal architec-
ture and usage are described in more detail in [18]. There, 
a description of the quantum state measurement process can 
be found. Offered library functions were used in building 
a QRNG using Hadamard gates and state measurement. 
Two physical emulators were used simultaneously, which 
enabled the generation of two random bits per iteration. The 
QUBIT emulator should mimic the superposition state and 
the randomness of the measurement result. The degree to 
which the emulator reproduces this behaviour determines 
its usefulness as a QRNG. QUBIT primary purpose is not 
generating true random numbers, but emulating a qubit 
state, so the process of preparing a qubit state, applying the 
Hadamard gate, and measuring takes time, which strongly 
limits the speed of random bit generation. Due to QUBIT 
internal architecture and operating principles, accelerating 
random-bit generation is not feasible. In [18], the authors 
emphasise that the goals of the QUBIT emulator are 
research and educational applications, such as developing 
efficient noise-reduction algorithms for quantum systems. 
The idea of creating a simple RNG using two QUBIT 
emulators was motivated by this goal, as stressed by the 
authors. 

2. Materials and methods 

Both qubits were placed in identical circuits consisting of 
a Hadamard and a measurement (Fig. 1). Two devices 
(QUBITs) were used and quantum circuits were coded 
using library functions as presented in Fig. 2. The 
experimental setup is shown in Fig. 3. Qubits were 
initialised in the |0⟩ state. Applying Hadamard gates to both 
qubits resulted in two single-qubit initial states of the 
following form: 

 1| (| 0 |1 ).
2

ψ 〉 = 〉+ 〉  (1) 

The | 0〉 and |1〉 states could be measured with the same 

probability of � 1
√2
�

2
= 1

2
, mapping a quantum mechanical 

projection measurement and giving a theoretically uniform 
distribution of possible bit register outcomes, both in each 
single register treated independently (giving two sets of 
{ } { }(1) (2) ( ) (1) (2) ( )

0 0 0 1 1 1, , , , , , ,n nq q q q q q… … ), as well as in a set 
made out of pair measurements (a set of the form 
( ) ( ) ( ){ }(1) (1) (2) (2) ( ) ( )

0 1 0 1 0 1, , , , , , ,n nq q q q q q…  where ( )j
iq  denotes 

the result of the j-th measurement performed on the i-th qubit 

 
 

 
Fig. 1. Single quantum circuit for RNG, using one qubit. Two 

such circuits were created, and both qubits were prepared 
in the |0⟩ state. The Hadamard gate was then applied and 
the quantum state was measured. The result was a two-
bit random number every loop iteration. The concate-
nated bit string was tested using the NIST test suite. 

 
Fig. 2. A fragment of a Python code in which two bits are 

generated in each iteration of the loop. 

 
Fig. 3. Experimental setup, two QUBIT devices connected to a 

computer via an Ethernet interface. 
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and n is the number of performed pairs of single-qubit meas-
urements). These uniform distributions imply maximum 
entropy of bitstrings obtained by concatenating the single 
register bitstrings { } { }(1) (2) ( ) (1) (2) ( )

0 0 0 1 1 1, , , , , , ,n nq q q q q q… … ,  
as well as the maximum entropy of, for example,  
a sequence created by XORing the pairs in the pair 
measurements set and combining them into a bitstring 
{ }(1) (1) (2) (2) ( ) ( )

0 1 0 1 0 1, , , n nq q q q q q⊕ ⊕ … ⊕ . 
Each loop iteration resulted in two generated bits. The 

bits were combined, and after 500 000 iterations, 
a sequence of one million bits was obtained. Then, the 
randomness of the bit string was tested with the NIST test 
suite with two different block lengths (105 and 104 bits). 
Additional measurements were performed with generated 
bit strings of lengths 2 × 106 and 3 × 106, tested using the 
same NIST test suite. 

The experiments were conducted on two independent 
QUBIT devices connected to a workstation via Ethernet 
interface. The emulators were built on commercially 
available FPGA chips (Xilinx Kintex family) and operated 
at a clock frequency of 100 MHz. Generating a sequence of 
10⁶ bits required approximately 35 minutes, reflecting the 
relatively slow bit rate of the emulator compared to that of 
physical QRNGs. This limitation is consistent with the 
QUBIT device design goal, which prioritises faithful 
emulation of state-vector dynamics over generation speed. 

3. Results 

The NIST tests were conducted for two cases: 10 blocks of 
105 bits and 100 blocks of 104 bits. In both cases, the test 
results are comparable, particularly with regard to the tests 
the bit sequence passed. The tables present the results along 
with the corresponding p-values and proportions. The null 
hypothesis is that the bitstring is a random sequence, and 
the threshold used as a reference point in the NIST tests is 
p-value > 0.01. All NIST suite tests were performed, but 
due to the significant imbalance between zeros and ones in 
the tested bitstring, the number of cycles in the random 
excursions and random excursions variant tests was too 
small to meet the criteria for these tests. For this reason, no 
p-values were reported for random excursions and random 
excursions variant tests. In Table 1, one can find p-values 
and proportions for bit strings of length 106 and block 
length 105. In Table 2, data are presented for 106-bit strings 
with a block length of 104. A non-overlapping test was 
performed for two block lengths using the suggested NIST 
standard criteria (m = 9) and yielded 148 results across 
different templates. Of these, 108 ended with p‑value 
> 0.01 (block length 105) and 106 with p-value > 0.01 
(block length 106). Most p-values were evenly distributed 
in the range (0.1–0.9), but the occurrence of results with 
very low p-values (< 0.001) may suggest the presence of 
strong, local deviations from randomness. The serial test 
was performed for block length m = 16, resulting in two 
p‑values: one checking the frequency of occurrence of 
blocks of length m and the other checking the frequency of 
occurrence of blocks one bit shorter (m−1). The cumulative 
sums test also yields two p-values for the forward and 
reverse cumulative sum modes.  

Figure 4 presents a 1000 × 1000 bitmap with pixels 
corresponding to generated bits. Visual inspection of the 
1000 × 1000 binary bitmap reveals regions of local 
uniformity, with no obvious large-scale periodic patterns. 
However, subtle clustering of certain bit values can be 
noticed, which aligns with the statistical evidence of global 
bias obtained from the frequency test. Such visual artifacts, 
although not sufficient for rigorous evaluation, provide 
complementary insight into the presence of non-random 
structures within the generated sequence. 

Table 1.  
Results of NIST statistical tests with p-values and proportions 

for 10 blocks of 105 bits.  

p-value Proportion Statistical test 

0.000000 * 5/10 * Frequency 

0.000000 * 4/10 * BlockFrequency 

0.000000 * 5/10 * CumulativeSums(Forward) 

0.035174 4/10 * CumulativeSums(Reverse) 

0.066882 10/10 Runs 

0.000000 * 3/10 * LongestRun 

0.213309 10/10 Rank 

0.911413 10/10 FFT 

0.000000 * 0/10 * Universal 

0.000000 * 0/10 * ApproximateEntropy 

0.000001 * 6/10 * Serial (m) 

0.534146 10/10 Serial (m−1) 

0.350485 9/10 LinearComplexity 

0.000000 * 5/10 * OverlappingTemplate 

(*) the test conditions for which the blocks did not pass the NIST 
test, i.e., the required p-value or proportion criteria were not 
satisfied. 

Table 2. 
Results of statistical tests with p-values and proportions for 100 

blocks of 104 bits. 

p-value Proportion Statistical test 

0.003996 * 94/100 * Frequency 
0.000000 * 91/100 * BlockFrequency 
0.000017 * 93/100 * CumulativeSums(Forward) 
0.035174 * 94/100 * CumulativeSums(Reverse) 
0.191687 98/100 Runs 
0.000105 * 93/100 * LongestRun 
0.000040 * 99/100 Rank 
0.883171 99/100 FFT 
0.000000 * 100/100 Universal 
0.000000 * 23/100 * ApproximateEntropy 
0.262249 97/100 Serial (m) 
0.181557 99/100 Serial (m−1) 
0.719747 97/100 LinearComplexity 
0.236810 96/100 OverlappingTemplate 
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4. Conclusions 

A sequence of 106 bits was generated using two QUBIT 
emulators and evaluated with the NIST Statistical Test 
Suite. The sequence was divided into two configurations: 
100 blocks of 104 bits and 10 blocks of 105 bits. In both 
cases, the sequences did not meet the full set of NIST test 
requirements across most tests. These outcomes suggest the 
presence of non-ideal statistical features that may arise 
from subtle implementation-specific effects in the quantum-
state measurement procedures used in the QUBIT emulator. 

For example, a closer examination of the frequency test 
reveals that it failed with an extremely low p-value in the 
10-block case. With 100 smaller blocks, even though the 
test still failed, we achieved a significantly better result. 
This observation suggests that the generator exhibits global 
statistical bias. In shorter blocks, natural statistical 
fluctuations are relatively large, which makes minor 
systematic deviations from uniformity difficult to detect. In 
contrast, longer blocks reduce the relative impact of such 
fluctuations, thereby revealing the generator underlying 
global bias.  

A closer examination of the frequency test algorithm 
reveals potential sources of the generator global bias. Each 
bit in the NIST test suite is represented as Xi = 2 − 1 = ±1, 
where εi is the actual value of the i-th bit and the sum over 
a block of n bits is defined as 1 1

n

n iS X== ∑ . The expected 
value is E [Sn] = 0 and the standard deviation is 

nS nσ = . 

Normalising to the proportion of one’s n
S

n
p = , gives 

1
p

n

n n
σ = = . This shows that for larger blocks, the 

natural statistical fluctuations σp decrease as 1

n
, while 

any small systematic bias remains constant. Therefore, the 
same underlying bias that is hidden by fluctuations in short 
blocks becomes statistically significant in longer blocks, 
resulting in much lower p-values. This indicates that the 
QUBIT emulator passes local uniformity checks but fails 
to maintain this property over long sequences. 

It is also instructive to consider the approximate entropy 
test, which the emulator failed in both the 10-block and 

100-block cases. In contrast to the frequency test, which 
reveals global imbalance between zeros and ones, the 
approximate entropy test provides insight into the diversity 
of local patterns [10, 19]. It evaluates how the block-level 
entropy of the sequence changes as it moves from m-bit to 
(m + 1)-bit overlapping patterns. For an ideal random 
sequence, all m-bit and (m + 1)-bit patterns occur with 
probabilities consistent with uniform randomness, resulting 
in a predictable increase of entropy. Any systematic 
preference for certain patterns or correlations between 
successive bits reduces the observed approximate entropy 
relative to the expected value.  

The observation that the emulator performs worse on 
this test suggests that the bias is not limited to global 
imbalance but also involves structural dependencies in the 
bitstream. These dependencies may arise from architectural 
features of the FPGA, such as routing asymmetries, 
coupling between logic elements, or deterministic 
components of the noise process that influence the 
frequency of repeating local patterns. 

When compared with previously reported results for 
hardware-based QRNGs, such as those implemented on 
IBM cloud quantum processors, clear differences emerge. 
In that study, the generated bit streams successfully passed 
the majority of the NIST test suite, with failures limited to 
entropy-related tests. In contrast, our emulator-based 
generator failed a larger fraction of the tests, most notably 
those sensitive to global statistical bias. This comparison 
highlights the fundamental distinction between physical 
QRNGs, where randomness originates from genuine 
quantum measurement outcomes, and FPGA-based 
emulators, where residual architectural asymmetries play 
a decisive role. 

Randomness in the QUBIT emulator originates from 
physical noise sources inherent to the FPGA fabric. The 
system can be viewed as deterministic chaos modulated by 
physical noise, rather than a purely stochastic process, 
therefore making the bias observed in the frequency test as 
likely rooted in architectural features of the emulator, 
reflecting systematic asymmetries in how measurement 
outcomes are sampled. Future work should therefore aim to 
pinpoint these architectural sources of bias and develop 
countermeasures to reduce their effects. 

The presented results must be interpreted with certain 
limitations in mind. First, only two physical emulators were 
tested, limiting the generalisability of the findings. Second, 
the QUBIT device internal architecture is not fully 
transparent to the user, hindering precise identification of 
the hardware-level mechanisms responsible for statistical 
bias. Third, the evaluation was limited to sequences of up 
to 3 × 10⁶ bits, which, while sufficient for initial testing, 
remains small compared to typical datasets used in 
benchmarking physical QRNGs. 

Despite these limitations, the study underscores the 
value of FPGA-based emulators as accessible platforms for 
research and education in quantum information science. 
Their ability to mimic quantum state preparation and 
measurement makes them suitable for testing algorithms, 
teaching concepts of quantum randomness, and developing 
post-processing strategies such as randomness extraction. 
However, their current statistical shortcomings render them 
unsuitable for direct use in cryptographic or other high-
security applications. 

 
Fig. 4. Visualisation of a 1 000 000-bit sequence represented as 

a 1000 × 1000 binary bitmap, generated using a QUBIT 
emulator. Each pixel corresponds to a single bit: white 
indicates a logical 0 and black indicates a logical 1.
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The results point to potential directions for further 
optimising the emulation and measurement processes. 
Improvements in these areas may enhance the statistical 
properties of the output sequences, aligning them more 
closely with the criteria for truly random bit streams set by 
the NIST. 

Future work should aim to integrate post-processing 
techniques, such as Toeplitz hashing or Trevisan extractors, 
to mitigate statistical bias and increase the effective entropy 
of generated sequences. Longer experimental runs will also 
allow for a more robust characterisation of the emulator 
statistical behaviour. Finally, a direct comparison with 
physical QRNGs operating under similar conditions could 
provide further insights into the strengths and limitations of 
FPGA-based emulation for randomness generation. In 
addition to hardware-level improvements, practical 
approaches to mitigating statistical bias can be pursued 
through software-based post-processing. Widely used 
randomness extractors, such as von Neumann correctors, 
Toeplitz hashing, and Trevisan extractors, are already 
available as open-source implementations in environments 
such as Python and MATLAB. Systematic benchmarking 
of these extractors on bit streams generated by the QUBIT 
emulator could provide an efficient way to increase 
effective entropy and bring the output closer to the 
requirements for cryptographic-grade randomness. 
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